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No hardware or software cost to
you! Let TCG America provide
your e-mail filtering thru our
datacenter at a low annual or
monthly fee.

Clean inboxes within 24 — 48
hours of implementation!

The Spam Terminator uses
Barracuda Networks technology
to safely filter out e-mail borne
spam, worms, viruses, phishing
and spyware attachments.
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Email communications are essential to getting the job done in today’s business world, but many companies
are overwhelmed by spam, the security risks of e-mail borne viruses and worms and liability implications of
e-mail containing pornography or other undesirable content. It’s getting harder and harder for network

administrators to keep it all under control.

And if you're in a regulated industry, you may have no choice: communications containing clients’ personal
information, medical records, financial data and so forth must, by law, be secured.

TCG America provides enterprise hosted services for filtered e-mail management and security.

Managed E-Mail Spam Filtering Service

TCG America SpamTerminator specifications

The TCG America Managed SpamTerminator Service
provides a powerful, easy to use, and affordable solution
to eliminating spam and virus from your organization by
providing the following protection:

Anti-spam
Anti-virus
Anti-spoofing
Anti-phishing
Anti-spyware
(Attachments)

e  Denial of Service

The TCG America Managed SpamTerminator solution
provides complete protection of your email server. It
protects your email server with ten defense layers:

Denial of service and security protection
IP block list

Rate control

Virus check with archive decompression
Barracuda virus check

User-specified rules

Spam fingerprint check

Intention analysis

Bayesian analysis

Rule-based scoring

The TCG America Managed SpamTerminator service
architecture optimizes the processing of each email to
maximize performance and process millions of messages
per day. Unlike software solutions, the service reduces the
load placed on your email server by off-loading both spam
and virus filtering.

In addition, the TCG America SpamTerminator service
includes essential outbound filtering technigues including
attachment scanning, virus filtering, rate controls and
encryption. These features help organizations to ensure
that all outgoing email is legitimate and virus-free.

Why a managed e-mail spam filtering service?

Small businesses now have a managed service option for
securing their email system specially designed to meet
their requirements. Ideal for organizations with 2 to 50
users, TCG America provides small and medium size
businesses with:

e  Qutsourced managed service optimized for the
special needs of small to medium size
businesses.

Fast and easy to activate.

Multiple layer email protection stops spam,
viruses, phishing, directory harvest attacks and
other threats.

e  Low monthly or annual fee, with the ability to
add users as needed. No hardware cost!

As a managed service, spam and newly evolving email
threats are effectively dealt with before they have a
chance to impact your email system.

Anti-spam - The algorithms and methods used are the
most comprehensive and most advanced in the industry at
detecting and filtering spam resulting in the lowest rate of
false positives.

Anti-virus - By utilizing dual layer virus blocking,
decompression of archives and file type blocking, the anti-
virus protection provides complete virus protection.
Anti-spoofing - This technology prevents the use of
forged or "spoofed" sender addresses on unsolicited email.
Anti-phishing - The service provides robust protection
against phishing schemes which are often used to gather
confidential information about an organization or it's
individual users.

Anti-spyware (Attachments) - All attachments are
scanned and any spyware executables are detected and
eliminated immediately.

Denial of Service Protection Rate controls are utilized
to stop denial of service attacks as well as dictionary
based spam attacks. These rate control systems are
integrated and automatic with the TCG America
SpamTerminator service.

Monthly pricing is only $2/month per address!
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How does TCG America’s SPAM Terminator service work?

Your e-mail server is no longer
overloaded with processing junk e-
mail messages for network accounts.

Questionable e-mails that

are virus free, but have a low Quarantmed

spam score are quarantined E-mails You now have less traffic & more
network bandwidth!

to give you the choice to
allow or reject!
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